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ABSTRACT

The objectives of this study were 1) to examine various models pertaining to fraudulent online
transactions, 2) to investigate the legal ramifications associated with fraudulent online transactions; and 3)
to propose recommendations for effectively addressing issues related to fraudulent online transactions. The
present investigation was conducted using a qualitative research design. The author conducted a
comprehensive investigation by consulting various sources, such as books, textbooks, academic papers,

research studies, and documents. Through the process of analysis and synthesis, the author examined the
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gathered information and subsequently presented a detailed explanation regarding the legal liability
associated with fraudulent activities in online transactions.

The findings indicated that fraudulent online transactions could be categorized into two scenarios:
(1) cases where the individuals who were defrauded conducted the transactions themselves, and (2) cases where
the defrauded individuals had downloaded applications that allowed their phones to be remotely
controlled. These two cases resulted in contrasting legal liabilities. The legal ramifications of fraudulent
online transactions involved criminal liability, specifically for the offenses of Cheating and Fraud as outlined
in the Criminal Code. Additionally, the act of disseminating false information in relation to computer-related
crimes was also punishable under the Computer-Related Crime Act. The accomplices were found to be
culpable in accordance with the provisions of the Royal Act on the Prevention and Suppression of
Technological Crimes, B.E. 2566. In the context of civil liability, it was important to note that if the injured
party personally engaged in the transaction, they might be deemed partially responsible for the resulting
harm. However, in the event that external entities sained control over individuals’ mobile devices and the
affected party was not responsible for any resulting damages, financial institutions holding the deposit
accounts would provide full compensation for the incurred losses. Additionally, policy recommendations
are proposed for financial institutions to establish protective measures exclusively for account owners. In
relation to legal recommendations, it is imperative to-include precise legislations pertaining to fraudulent

online transactions, encompassing both criminal and civit teeal provisions.

Keywords: Legal Liability, Fraud, Online Transaction
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